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Consultant, trust and identity 

Role brief 

Directorate Jisc technologies 
Base location 

ection 

Any Jisc location or home worker 
Grade B 
Job level 17 
Job family Professional services 
Date December 2017 
Reports to Group services manager, trust and identity 
Responsible for Providing consultancy services to members and customers and helping to support Assent 

 

1. Background 

 
Jisc is the UK higher, further education and skills sectors’ not-for-profit organisation for digital services and solutions.  

We operate shared digital infrastructure and services; negotiate sector-wide deals with IT vendors and commercial 

publishers; and provide trusted advice and practical assistance for universities, colleges, and learning providers. 

This role is in the Jisc technologies directorate that provides digital services to our members and customers, ensuring 
that our capabilities and expertise are applied cost-effectively and imaginatively. 

2. Purpose and scope 
 
The role-holder will be a key part of the trust and identity group within Jisc technologies. This group is responsible for 

the development and operation of a successful and innovative portfolio of products and services that enjoy a high-

level of adoption within our sectors. The role has three core purposes. 

First, the role-holder will provide consultancy and support services targeting the trust frameworks and related 

technologies that underpin our solutions. These include, but are not limited to, Moonshot/ABFAB, RADIUS, SAML, 

and x.509. Other technologies of relevance include EAP, GSS-API, SASL, and OIDC. The role-holder should have 

experience of products implementing these frameworks and technologies, such as Shibboleth, FreeRADIUS, and 

ADFS. The role-holder will assist our members and customer by providing remote and on-site consultancy and 

support through Jisc’s trust and identity consultancy service. This will include funded participation within national 

and international projects. A key objective of this goal is to generate revenue for Jisc; however, as a membership 

organisation we will always prioritise outcomes that optimise member satisfaction over income. 

Secondly, the role-holder will be part of the team providing support, maintenance, and development for the 

Moonshot software and Assent service. The role-holder will require the skills needed to productise and operationalise 

the Moonshot codebase through knowledge of Linux-based software repository administration, compilation, 

packaging, systems administration, and the configuration of FreeRADIUS. 

Finally, the role-holder will be expected to contribute creative ideas and critical analysis in furthering the group’s 

technical vision and strategy to ensure that Jisc continues to be understood as a thought-leader within this space. To 

further this, the role-holder will participate within national and international technical fora, working with the chief 

technical architect to ensure that Jisc continues to project technical leadership. 
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3. Key accountabilities and role outputs 
 
Responsibilities will be developed and finalised over time, and will include but will not be restricted to: 

 Lead and develop the provision of consultancy and support to members and customers in the deployment 
and use of Assent and the Moonshot technology 

 Provision of consultancy and support to members and customers in the deployment and use of the other 
services and products within the group’s portfolio and related technologies. 

 Working with the Assent service team to help to deliver the service 

 Identification of areas of a technical nature for improvement and support the implementation of these 

 Exploration of other opportunities for improvements in our products, services, and relationships 

 Close collaboration with the operations team to ensure a full and comprehensive handover of new 

functionality, services, or products 

 Leading the resolution of technical issues that may affect the production trust and identity services and 
products 
Documentation of any changes or new functionality 

 Maintaining currency of technical expertise in all relevant areas 

 Monitor and report on performance in the area of responsibility, identifying areas of concern and taking 

remedial actions where necessary 

 Use technical expertise and up to date knowledge of the external market to suggest improvements, inform 

senior level decision-making and play a proactive role in ensuring the achievement of Jisc’s strategic 

priorities 

 Monitor and report on performance in the area of responsibility, identifying areas of concern and taking 

remedial actions where necessary 

4. Skills, knowledge and experience 
 
 

 Essential Desirable 

Qualifications  Degree in computing / information 
science or similar work-based 
experience 

 Masters or doctorate in computing / 

information Science or similar work-

based experience 

Experience  Significant experience in the provision 
of consultancy and support focussed on 
federated access or identity 
management. 

 Strong system administration 
experience of Linux platform (RHEL 
and Debian) 

 Build automation experience of Linux 
platform (RHEL and Debian) 

 Managing the FreeRADIUS platform 

 Experience of working in a HE / FE 

identity management environment 

 Participation within a technical 

standards development forum 

Knowledge  Deploying C / C++ products and 
services in an Enterprise environment 

 Knowledge of GSS-API, RADIUS, 
RadSec, EAP, and SAML 

 Advanced of GSS-API, RADIUS, 
RadSec, EAP, and SAML  

 Knowledge of research and education 
environments and a good 
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 Knowledge of symmetric and 
asymmetric cryptography, including 
commonly-deployed cipher, signature, 
and authentication algorithms and 
operational approaches to key and 
certificate management. 

 Knowledge of web application server 
technologies 

appreciation of the education and 
research sectors and the challenges 
they face 

 Knowledge of Ruby 

Skills  Excellent communication skills with 
demonstrable track-record of 
conveying technical information to a 
variety of audiences 

 Strong influencing and negotiating skills 

 Ability and willingness to work without 
significant oversight 

 Strong problem-solving and analysis 
skills 

 Professionally organised and 
disciplined, and able to focus effort on 
long-term goals without compromising 
routine tasks 

 The courage and capacity to think 
creatively and offer critical analysis 
constructively within technical debates 

 Good understanding of Jisc products 
and services 

 

 

5. Key contacts 
 

 Jisc staff including the chief technical architect, the trust and identity technical specialist, Jisc helpdesk staff 
and the operations manager. 

 Third party suppliers and developers of identity managed technologies. 

 Contacts in eduGAIN and REFEDS (the Research and Education FEDerations group) 
 

 

Important additional information 

The group services manager, trust and identity, will discuss all elements of the role brief with the appointee on 

appointment and after six months, recognising that some elements may need changing. 

The above is provided for guidance, is not contractual, and is not an exhaustive list of all accountabilities that the 

post holder may have.   

 

The post holder will be regularly/occasionally required to attend meetings in person at one of the Jisc offices when 

their presence is needed. Additionally, some infrequent travel may be required by the post holder, including some 

overnight stays. 


